NHOOPMALIMOHHAA NAMATKA ANA OBYYAIOLWMXCA ANA PASMELLEHUA HA OPULIMANIbHbIX
MHTEPHET-PECYPCAX

C KaxkgblM rof,omM MOJIOAEHKN B UHTEPHETE CTAaHOBUTLCA 60/IblUE, @ LUKO/IbHUKM OA4HW U3 CaMbIX
aKTUBHbIX No/b30BaTenen PyHeTa. Mexay Tem, NOMMMO OFPOMHOIO KOJIMYeCcTBa BO3MOKHOCTEMN,
WMHTEpPHET HeceT n Npobsiembl. ITa NaMATKA A0KHA NOMOYb Tebe 6e30nacHO Haxo4UTbCs B CETU.

KomnbloTepHbie BUPYCbI

KomnbloTepHbIV BUPYC — 3TO PAa3HOBUAHOCTb KOMMNbIOTEPHBIX NPOrPaMm, OT/IMYUTE/IbHOM
0CO6EHHOCTbIO KOTOPOW ABASAETCA CMOCOBHOCTD K Pa3MHOXKEHMIO. B AONOAHEHWE K 3TOMY, BUPYCbl MOTYT
NoBPEeAUTb UM NONHOCTBIO YHUUTOXNUTL BCe aiiibl U AaHHbIE, MOAKOHTPO/IbHbIE NONb30BaTENIO, OT
MMEHM KOTOPOro bbla 3anyLleHa 3aparkeHHaa NPorpaMma, a Tak»Ke NMoBPeAUTb AN JaXKe YHUUTOXKUTb
onepaunoHHY cucTemy co Bcemu daniamu B LeIOM. B 60/1bLUMHCTBE CyYyaeB pacnpoCcTpaHATCS
BMPYCbl Yepes MHTEPHET.

MeToAab! 3aWUTbl OT BPeAOHOCHbIX NPOrpamMmm:

1. Micnonb3yii coBpemeHHble onepaumoHHbIE CUCTEMbI, UMEIOLLIME CEPbE3HbIN YPOBEHb 3aLLUTbI
OT BPeAOHOCHbIX MPOrpPamm;

2. NocTosHHO ycTaHaBAMBaW nayt (LM poBble 3ana1aTku, KOTOPble aBTOMaTUYECKM
YCTaHaB/MBAIOTCA C LEeNblo A0PaboTKM Nporpammbl) U Apyrme o6HOB/IEHNA CBOE ONepauyoHHOM
cuctembl. CKauymBam MX TONIbKO € 0dUUMaNbHOMO caiTa paspaboTtumka OC. Ecam cyLecTBYET pexnm
aBTOMAaTUYECKOro 06HOBNEHMS, BKIOUYM €ro;

3. Pabotait Ha cBoem KomnbloTepe Nno npaBamMmu Nob30BaATENSA, @ HE aAMUHUCTPATOpPA. ITO He
No3BO/IMT 60/IbLUMHCTBY BPEeAOHOCHbIX NPOrPamm MHCTaN/IMPOBATLCA Ha TBOEM MEPCOHANIbHOM
KOMMblOTEpPE;

4. icnonb3yii aHTUBUPYCHbIE NPOrPaMmMHbIe NPOAYKTbI U3BECTHbIX NPOU3BOAUTENEN, C
aBTOMAaTM4YeCKUm obHoBNeHneM 6a3;

5. OrpaHuyb GU3MYECKUIA JOCTYN K KOMMNbIOTEPY 1A NOCTOPOHHUX NNLL;

6. Nicnonb3yit BHeLWHWe HOCcUTen MHGOPMaUUK, TakMe Kak dneLKka, AUCK namn gain us
WMHTEPHETa, TONIbKO M3 NPOBEPEHHbIX MCTOYHMKOB;

7. He oTKpbIBait KOMMbIOTEPHbIE Galinbl, NONYYEHHbIE N3 HEHAAEKHbIX MCTOYHUKOB. [aKe Te
daiinbl, KOTopble NPUCAAN TBOM 3HAKOMBI. Jlydlle YTOYHU Y HETO, OTNPABAAA 1N OH Tebe ux.

Cetn WI-FI

Wi-Fi — 370 He BMA nepenayn faHHbIX, HE TEXHOJIOMMA, a BCEro nWwb bpeHa, mapka. Ewe B 1991
rogy HMAep/aHACcKas KomnaHus 3apeructpmuposana 6peHg "WECA", uTo 0603Ha4ano cnoBocoyeTaHue
"Wireless Fidelity", koTopbii nepeBoanTCs Kak "becnpoBogHas TOYHOCTL'.

[o Hawero BpemeHu gowwna apyras abbpesnaTtypa, KOTopas ABAAETCA TaKOM Ke TEXHONOTUEN.
3710 ab6peBumaTypa "Wi-Fi". Takoe Ha3BaHMe 6bl1I0 4AHO C HAMEKOM Ha CTaHAAPT BbiCLIEN 3BYKOBOM
TexHuKM Hi-Fi, uTo B nepeBoae 03HayaeT "BbICOKAA TOYHOCTbL".

[a, 6becnnatHblli UHTEPHET-ZOCTYN B Kade, OTeNAX M a3apPOoNopTax ABAAETCA OTAUYHOMN
BO3MOKHOCTbIO BbIX04a B MHTEPHET. Ho MHOrMe aKcnepTbl CUMTatOT, YTo 0blweaoctynHble Wi-Fi ceTn He
ABNAOTCA 6€30NacHbIMMU.



CoBertbl No 6e3onacHocTM paboTbl B 06wwepocTynHbIx cetax Wi-fi:

1. He nepepgaBai cBOKO NYHYIO MHPOpPMaLMIo Yepes obeaoctynHble Wi-Fi cetn. PaboTas B
HUX, XenatesbHO He BBOAMTb NApPOaM A0CTYNa, IOTUHbI U KaKMe-ToO HoMepa;

2. Ucnonb3yi 1 06HOBAAN aHTUBUPYCHbIE NPOrpaMmmbl U BpaHamayap. Tem cambiM Tl
obe3onacuib cebs OT 3aKauykuM BUpYyCca Ha TBOE YCTPOMCTBO;

3. Mpwu ncnonbsosaHuun Wi-Fi oTkatoun pyHKumo "O6wmin goctyn K dpannam u npuHTepam”.
[daHHan GyHKUMA 3aKpbITa MO YMOIYAHWUIO, OAHAKO HEKOTOpPbIE M0J/Ib30BaTe/IN aKTUBUPYIOT ee AJiA
yaobcTBa Mcnonb3oBaHus B pabote naum yyebe;

4. He ucnonb3syi nyb6anynbin WI-FI gnsa nepegaumn AnYHbIX AaHHbIX, HANpUMep Aas Bbixo4a B
COUMANbHbIE CETU UNN B SINEKTPOHHYIO NOYTY;

5. Ucnonb3yit ToNbKO 3amieHHoe coeanHerme yepes HTTPS, a He HTTP, T.e. npu Habope Beb-
aapeca BBoaun umeHHo "https://";

6. B mobunbHOM TenedpoHe oTkAtouMN GyHKUMIO "MoakntoyeHme K Wi-Fi aBTomaTnueckmn". He
[AOMyCKalh aBTOMaTMYeCKOro NoAKAUYEHMA YCTPOICTBa K ceTam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble cetu

CoumanbHble CeTU aKTUBHO BXOAAT B Hallly XU3Hb, MHOTUE N0AN PaboTaloT U KMBYT TaM
NoCToAHHO. MHOrMe Noib3oBaTeNn He MOHMMALOT, YTO MHbOPMaUUA, Pa3MeLLeHHas UMW B COLMANbHbIX
ceTaAX, MOXKeT ObITb HalgeHa 1 UCMO/Ib30BaHA KeM YroAHOo, B TOM YMc/ie He 0653aTesibHO ¢ 6aarumm
HamepeHUAMMN.

OcHoBHble coBeTbl N0 6e3onacHOCTU B COUUaNbHbIX CeTaAX:

1. OrpaHunyb CNUCOK Apy3en. Y Teba B APY3bAX HE A0MKHO ObITb C/IYYaMHbIX U HE3HAKOMbIX
nogen;

2. 3almMLait CBOIO YacTHYHO XKM3Hb. He yKasbiBali naponu, TenedoHsbl, agpeca, A4aty TBOEro
POXAEHUA M APYIYIO IMYHYIO MHGOPMALMIO. 3/10YMbILLIEHHUKM MOTYT MCMO/1b30BaTb AaXe
MHPOPMaLMIO O TOM, KaK Tbl MU TBOW POAMUTENM NNAHMPYETE NPOBECTU KaHUKY/bI;

3. 3awMLal cBOO penyTaLmio - AEPKU ee B YNCTOTe M 3asaBali cebe Bonpoc: xoten Obl Thbl,
yTObbI APYyrue NoaAb30BaTENN BUAEAN, YTO Thbl 3arpy»aelub? Moaymai, npexae Yem Yto-To
ony6/MKoBaTb, HanNucaTb M 3arpysuTb;

4. Ecnv Tbl FOBOPULLb C IIOABMMU, KOTOPbIX HE 3HAellb, HE UCNO/b3YI CBOE peasibHoe UMA U
APYTyo NIMYHYI0 MHGOPMALMM: UMS, MECTO XKUTENbCTBA, MECTO y4ebbl U Npoyee;

5. N3berait pasmelyeHunsa ¢otorpaduin B IHTepHeTe, rae Tl M306parkeH Ha MeCTHOCTH, Mo
KOTOPOW MOXHO ONpPeaenTb TBOE MECTOMOJIOKEHWE;

6. Mpw permcrpaummn B coumanbHoM cetn HeobX0aMMO UCMO/Ib30BaTb COMXKHbIE MAPON,
cocToslme n3 ByKB M LMP M C KONMYECTBOM 3HAKOB He MeHee 8;

7. 0na cou,maanoﬁ CETKN, NOYTbI N APYTrUX cantos HEO6XOAMMO MCNONb30BaTb Pa3HbIE NAPON.
Torpa ecnm Tebn B3/10MatoT, TO 3/1I0YMbIWNEHHUKN NONYyYHaT AOCTYN TOJZIbKO K O4HOMY MECTY, a HE BO BCe

cpasy.
DNEeKTPOHHbIE AEeHbIU

al'IEKTIOOHHbIe AE€HbIn — 3TO O4YEHb YLI,O6HbIl7I cnocob6 nnaTe>+<e17|, OA4HAaKO Cyuw.,eCTBYHOT
MOLWEHHUKN, KOTOPbIE XOTAT NONYYUTb 3TU AEHbIU.



3/'IEKTpOHHbIe AeHbrnm NOABUINCb COBCEM HEAABHO N MMEHHO M3-3a 3TOINO BO MHOTUX
rocygapcCrtaax A0 CUX NOP He NPOMMCaHO NPO HNUX B 3aKOHaX.

B Poccum e oHM GYHKUMOHUPYIOT U O HUX YXKE NPONMCAHO B 3aKOHe, rAe UX Pa3aenatoT Ha
HECKOJIbKO BUA0B - aHOHUMHbIE U HE aHOHWMHbIE. Pa3HKMLa B TOM, YTO aHOHWUMHbIE — 3TO Te, B KOTOPbIX
pa3spellaeTcs NPoBOAUTb onepaunmn 6e3 naeHTMdMKaLMm NoNb30BaTe s, @ B HE aHOHUMHbIX
naeHTMPMKaUnA nosib3oBaTenn sBnseTcs 0bA3aTeIbHON.

TaKKe cnepyeT pasnMyaTh 3/1€KTPOHHbIE GUaTHbIE AeHbIM (PaBHbI FOCYAAPCTBEHHbBIM BatOTaM)
N 3/1IeKTPOHHble HeduMaTHble AeHbIM (He paBHbI FOCYAapPCTBEHHbBIM BallOTaM).

OCHOBHble coBeTbl No 6e3onacHoi paboTe ¢ 3N1EKTPOHHBIMU AEHbraMu:

1. MpuMBAXKM K cHeTY MOBUNLHbIY TenedoH. ITo cambll YA0OHbIN 1 BbICTPbIM cnocob
BOCCTAHOBWUTb A0CTYN K cyeTy. [pMBA3aHHbIN TenedpoH NOMOXKET, ecnu 3abyaellb CBON NAaTEXKHbIN
naposb UKW 3aiiellb Ha CalAT C HE3HAKOMOTO YCTPOMCTBa;

2. Ucnonb3yit ogHopasosbie napoan. MNocne nepexoaa Ha yCUM/IEHHYIO aBTopu3aumio Tebe yrke
He ByAeT yrpoXKaTb ONacHOCTb KParkM UK NepexBaTa NiaTeXHoro napons;

3. Bbibepu cnoxKHbIM naposb. MpecTynHUKam byaeT He NPOCTO yraZaTb C/OXKHbIM Napob.
HagekHble Naponu — 3TO Napo/iv, KOTOPbIE COAEPKAT HE MeHee 8 3HAaKOB M BK/OYaloT B cebs
CTPOYHbIE U MPONUCHbIE BYKBbI, UNDPbI U HECKOJIbKO CMMBOJIOB, TaKME KaK 3HaK Aonnapa, GpyHTa,
BOCKAMLIATE/IbHBIN 3HAK 1 T.M. Hanpumep, StROng!;;

4. He BBOAM CBOW /INYHbIE AaHHbIE Ha CaitTax, KOTOPbIM He A0BepsaeLlb.
dneKTpPOHHasA nouTa

DNEeKTPOHHaA NoyYTa — 3TO TEXHO/IOMUS U NPEAO0CTaBASEMbIE €0 YCNYTM MO NEPEChIIKE U
MOJIy4EHUIO 3NIEKTPOHHbIX COOBLLEHWI, KOTOPblE pacnpeaensatoTcs B KOMMboTepHol ceTu. O6blYHO
3/IEKTPOHHbIV NOYTOBbLIN ALWMK BbIFASAUT C/ieAyoWmMm 0bpasom: MMA_MNo/1b30BaTeNs@uUmsA_AoMeHa.
TakKKe Kpome nepegaym NPOCTOro TEKCTa, MMEeTCA BO3MOXKHOCTb NepeaaBaTth daiinbl.

OcHoOBHble coBeTbl N0 6e3onacHoit paboTte ¢ 3N1EeKTPOHHOM NOYTOIA:

1. Hapo BbIOpaTb NpaBUAbHbIN NOYTOBbIN CEPBUC. B MHTEPHETE €CTb OFPOMHbIN BbIBOP
6ecnaaTHbIX MOYTOBbIX CEPBMCOB, OOHAKO Jly4lle L0BEepPATb TEM, KOO 3HaeLlb U KTO NEPBbIN B PEUATUHTE;

2. He yKasbliBali B IMYHOM NOYTE IMYHYIO MHPopMaLmto. Hanpumep, nyyle Bbi6paTb
"My3blKanbHbIM_paHaT@" nnu "pok2013" smecto "temall";

3. Vicnonb3yit ABYX3TanHYH aBTOPM3aLMto. ITO KOorga NOMUMO Naposis HYXKHO BBOAMUTL KOZ,
npucbinaembii no SMS;

4. Bbibepu CnoXHbIN Napob. 58 KaxKA0ro NoYTOBOro ALUMKA AOKEH ObITb CBOM HaZEeXHbIN,
YCTOMYMBbLIM K B3/IOMY Napo/ib;

5. Ecam ecTb BO3MOXHOCTb HanucaTb camomy CBOW IMYHbIN BONpOC, I/ICI'IOJ'Ib3yVI 3Ty
BO3MOXXHOCTb;,

6. \cNonb3yi HECKONIbKO NOYTOBbLIX ALLMKOB. MepBblii 414 YaCTHOW Nepenmnuckn C agpecatamm,
KOTOPbIM Thbl OBEpPAELLb. ITO 3/IEKTPOHHbIN agpec He Ha4o MCNOoIb30BaTh NPU PErMcTpaLmm Ha
dopymax u canTtax;

7. He oTkpbiBait dpalinbl u gpyrue BAOKEHUS B MUCbMaX, AaXKe eC/iv OHU NPULLAN OT TBOUX
Apy3en. Jlydiie yTOYHU y HUX, OTNPABAAAN I OHM Tebe 3TK dainbl;



8. Mocne okoHYaHMA PaboTbl Ha NOYTOBOM CEPBUCE NEPES, 3aKPbITUEM BKNAAKMU C CAMTOM He
3abyab HaxaTtb Ha "Bbintn".

KnbepbynnuHr unm suptyanbHoe U3pesaTebCTBo

KnbepbynnuHr - npecnesoBaHne coobLeHUAMM, COAEPKALLMMMU OCKOPBAEHUS, arpeccuio,
3anyrmBaHme; XyIMraHCTBO; colManbHoe 6OMKOTUPOBaHME C MOMOLLLbIO PA3/IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 60pbbe c KNbepbynnnHrom:

1. He 6pocaiics B 601. Jlyywinit cnocob: NnocoBeTOBaTLCA KaK ceba BECTU U, ECAU HET TOro, K
KOMY MOHO 06paTUTbCA, TO BHaYaie YyCNnoKoMTbCA. ECM Tbl HAYHeLWb O0TBeYaTb OCKOPBAEHUAMM Ha
0CKop6/1eHMA, TO TO/bKO elle 6o/blie Pa3oXKKeLlb KOHPUKT,;

2. YnpaBnsan cBoel Knbeppenyrtauuei;

3. AHOHMMHOCTb B CETU MHMMaA. Cyu.I,ECTBYI'OT cnocobsl BbIACHUTb, KTO CTOUT 3@ daHOHUMHbIM
dKKayHTOM;

4. He CTOUT BECTU XyAUTaHCKMIA 06pa3 BUPTYaNbHOM KU3HWU. MHTEpPHET GUKCUMpPYET BCE TBOM
OENCTBUA U COXpaHAET UX. YAanutb nx byaet KpaliHe 3aTpPyAHUTENbHO;

5. Cobntogaii cBOK BUPTYa/ibHYIO YECTb CMOJIOAY;

6. UrHopupyit eguHUYHbIN HeraTue. O4HOpPa30Bble 0OCKOPbUTENbHbIE COOBLLEHMA NydLlle
UrHopuposatb. O6bIYHO arpeccus NpeKkpalLaeTca Ha HavyaibHOM cTaaunu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOBLLEHNAMM, B COLMANBHBIX CETAX
€CTb BO3MOHOCTb 6/I0KMPOBKM OTMNPABKMU COOBLLLEHWUI C ONpeaeseHHbIX aapecos;

8. Ecan Tbl cBuAaeTenb knbepbynnunura. TBom AeicTBUA: BbICTYNUTL NPOTUB NpeciesoBaTens,
MoKasaTb emy, YTO ero AeNCTBMA OLEeHMBAIOTCA HEraTUBHO, NOAAEPKATb KepPTBY, KOTOPOW HY»KHa
NCMX0I0rMYeckan NoOMOLLb, COOBLIMTL B3POC/bIM O paKTe arpeccMBHOTO NOBEAEHNA B CETW.

MobunbHbiii Tene¢oH

CoBpemeHHble cMapTPOHbI M NAaHLWETbI COAEPKAT B cebe BNOHE B3POC/blii GyHKUMOHAN, U
Tenepb OHW MOTYT KOHKYPUPOBATb CO CTALMOHAPHbIMU KOMMbloTepamn. OHAKO, CPEACTB 3aLLMTbI A5
NoA06HbIX YyCTPOMCTB NMOKa 04eHb Masio. TECTUPOBAHME U MOUCK YA3BUMOCTEN B HUX NPOUCXOANT He TaK
WMHTEHCMBHO, Kak ana MK, To ke camoe KacaeTcs U MOBUNbHbIX MPUIOKEHUN.

CoBpemeHHble MobUAbHbIe Bpay3epbl YKe NPaKTUUYECKN AO0THAAN HACTO/bHbIE aHANOMM, OAHAKO
pacwmpeHune GyHKLMOHaNA BeYEeT 3a OO0 6O/bLLYIO CNOXKHOCTb M MEHbLLYIO 3aLLMLLEHHOCTD.

[aneko He Bce NPOM3BOAMTENN BbIMYCKAOT 0GHOBIEHMA, 3aKPbIBAOWME KPUTUYECKME
YyA3BMMOCTU 419 CBOWX YCTPOWCTB.

OcHOBHble coBeTbl ana 6esonacHocTM mobunbHoro TenedoHa:

1. Hnyero He aBnaeTcA No-HacToAwemy b6ecnnaTHbIM. byab octopoxeH, Beab Korga Tebe
npegnararoTt 6ecnnaTHbIM KOHTEHT, B HEM MOTYyT 6bITb CKpPbITbl KaKMe-TO N1aTHblIE YCAYTH;

2. ymaii, npexkae yem otnpasuTb SMS, poTo nan Buaeo. Tbl TOYHO 3HaELb, FAe OHKU ByayT B
KOHeyHoM utore? Heo6xo4MMO 06HOBAATL ONEPALLMOHHYIO CUCTEMY TBOETO CMApPTHOHa;

3. cnonb3yi aHTMBUPYCHbIE NPOrPaMmbl AN MOBUIbHbIX TenedOoHOB; He 3arpyKai
NPUIOXKEHNA OT HEM3BECTHOTO UCTOYHMKA, BeZlb OHM MOTYT COAEepP*KaTb BPpeAOHOCHOE NporpammHoe
obecneyeHue;



4. Mocne TOro KakK Tbl BbliAeLWb C CalTa, rae BBOAWUA NYHYIO MHPOPMALMIO, 3aAAM B HACTPOKM
6pay3sepa u yaanu cookies;

5. Mepropgmyeckn npoBepAn, Kakne NAaTHbIE YCAYrM aKTUBUMPOBAHbI HA TBOEM HOMEPE;

6. JaBai cBon Homep MobubHOro TenedoHa TONbKO NOAAM, KOTOPbIX Tbl 3HAELWb U KOMY
noBepselb; Bluetooth gonkeH 6bITb BbIKAOYEH, KOTAa Thl UM He Nob3yelbea. He 3abbiBait MHorga
NpoBepATb 3TO.

Online urpol

CoBpeMeHHble OHMIaNH-UIPbl — 3TO KPACOYHble, 3aXBaTbIBAlOLLME PA3B/IEYEHUSA,
o0b6beAnHAIOWME COTHM ThICAY YENOBEK NO BCeMy MUPY. UrpoKn nccneaytoT gaHHbIM MM mup, obuatotca
OPYT C APYrom, BbIMOAHAIOT 3a4aHWUSA, CPAXKAKOTCA C MOHCTPAMM M NOJIY4atoT OnbIT. 33 YA0BO/bCTBUE OHU
NAaTAT: NOKYNatoT AUCK, ONIAYMBAOT aBOHEMEHT UK NPUOBPETAIOT KAKME-TO ONLUMK.

Bce 3Tv cpeacTBa MAYT Ha NogaeprKaHue U PasBUTHE UIPbl, @ TaKKe Ha caMy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3ALMK, BbINYCKAIOTCA HOBbIE NaTum (LMdpoBble 3anaaTku ana
nporpammy), 3aKpblBatoTCA YA3BUMOCTU CEPBEPOB.

B I'IOLI,06HbIX Urpax CTOMT onacaTbCA HE CTOJ/IbKO CBOUX CONEPHUKOB, CKOJIbKO Kpa*Xn TBOero
naponaAa, Ha KOTOPOM OCHOBaHa CUCTEMaA aBTOpPU3aLMN 60NbLINHCTBA urp.

OcCHOBHble coBeTbl N0 6€30NacHOCTU TBOErO UFPOBOrO aKKayHTa:

1. Echm gpyroii Urpok BeaeT cebs Naoxo Uam co3gaeT Tebe HenpuUATHOCTH, 3ab10KUPYI ero B
CMUCKe UTPOKOB;

2. Moxkanyica agMMHUCTPATOPaM Urpbl Ha N0X0e NOBeAEeHWe 3TOro UIPOKa, XKeaaTeabHO
NPUNOXKUTb KaKMe-To 40Ka3aTebCTBa B BUAE CKPUHOB;

3. He yKasbiBai MYHYO MHPOPMaLMio B npodaiisie Urpbl;
4. YBaxkall Apyrnx y4acTHUKOB MO Urpe;

5. He ycTaHaBAuBali HeopUuManbHble NAaTYN U MOAbI;

6. Micnonb3yit cnoXKHble 1 pasHbie Naponu;

7. [axe BO BPems Urpbl He CTOMT OTKAO4YaTb aHTUBMPYC. MOKa Tbl UrpaeLlb, TBOW KOMMbOTEp
MOTYT 3apasuTb.

OULIKHT nAn KpaXa IMYHbIX AaHHbIX

O6bIuHOM KpaXkein AeHer U AOKYMEHTOB CEroAHsA Y¥Ke HUKOro He YAUBULIb, HO C pa3BUTUEM
NHTEPHET-TEXHO/IOTUIA 3/I0YMbILNIEHHUKM NEPEMECTUNUCL B UHTEPHET, U MPOAO/IKAIOT 3aHMMaTbCA
"Nnobumbim" genom.

TaK nosBuiIacb HOBasA yrpo3a: MHTEPHET-MOLLIEHHUYECTBA UAN GULLNHT, I1aBHas Lie/ib KOTOPOro
COCTOMT B NOAYyYEHUM KOHPMAEHUMANbHBIX AaHHbIX NONb30BaTeNel - NOTMHOB M Napoaei. Ha
aHrNMIACKOM fA3bike phishing unTaeTtca Kak ¢ouwwmHr (ot fishing - pbibHaa nosas, password - Naponsb).

OcHOBHble coBeTbl No 6opbbe ¢ GUWNHrom:

1. Cheam 3a cBoMM aKKayHTOM. Ecnm Tbl nogo3peBaellb, YTO TBOA aHKeTa 6blna B310OMaHa, To
HeO6XO[J,MMO 3a6I'IOKVIpOBaTb een COO6LLI,MTb AdAMUHUCTPATOPaM pecypca 06 3TOM KaK MOMKHO CKopee,;

2. MCI'IOJ'Ib3yf;I 6e3onacHble BE6-Cal‘;1TbI, B TOM 4Yncne, MHTeEPHET-MarasanHoB 1 NMOUCKOBbIX CUCTEM;



3. Ucnonb3yi cioxHble U pasHble Naposn. Takum 06pasom, ecam Tebs B3NOMALOT, TO
3/10YMbILLINEHHUKM NOAYYaT AOCTYN TONIbKO K OAHOMY TBOEMY NPOod U0 B CETU, a HE KO BCEM;

4. Ecnmn Teba B3nomanu, To HeobxoaMmo npeaynpeanTb BCex CBOMX 3HAKOMbIX, KOTOPbIe
nobaBneHbl y Tebs B APY3baX, O TOM, YTO TebsA B3/10MaIN 1, BO3MOXKHO, OT TBOEI0 MMEHU byaeT
paccblNaTbCa CNam U CCbIIKM Ha QULLMHIOBbIE CalTbl;

5. YctaHoBM HageKHbi naposb (PIN) Ha MobUAbHbIN TenedoH;
6. OTKAOYM coXpaHeHWe napona B bpaysepe;

7. He oTKpbIBal ¢ainbl U gpyrue BNOXKEHUS B MMCbMaXx, AaKe eciv OHW NPULAN OT TBOUX
Apysen. Jlydlle yTOYHU Y HUX, OTNPABAAAN N OHM Tebe 3Tn dainbl.

Uudposas penyrauua

Undposan penytauma — 3TO HeraTMBHasA UM NO3UTMBHAA MHOPMaUUA B ceTh o Tebe.
KomnpomeTtupytow,ana nHpopmaLma, pasmeLleHHan B UHTEPHETE, MOXKET cepbe3HbIM 06pasom
OTPa3uUTbCA Ha TBOEWN peanbHOM KusHu. "LUndposas penytaumna” - aTo TBOM UMUAK, KOTOPbIN
bopmupyetca n3 nHpopmaumm o Tebe B UHTEPHETE.

TBOE MecCTO *XUTe/IbCTBa, y‘-I66bI, TBOE d)MHaHCOBoe nonoxeHwue, ocobeHHOCTH XapaKTepa u
pacckasbl O 61M3KMX — BCE 3TO HAKaM/IMBAETCA B CETU.

MHorune noApoCTKM NErKOMbICIEHHO OTHOCATCA K Ny6AMKaLMM AMYHON MHPOPMaL MK B
NHTepHeTe, He NOHMMasA BO3MOXKHbIX NOCNEACTBUM. Thbl AaXKe HEe CMOMKEeLb A0rafaTbCa O TOM, YTO
doTorpadus, pasmelleHHana 5 net Hasag, cTasa NPUYMHOMN OTKa3a NPUHATL Teba Ha pabory.

KommeHTapun, pasmelieHue Teomx ¢otorpaduin n gpyrme AencTBma MOTyT HE UCYE3HYTb AaXKe
noc/e TOoro, Kak Tbl MX yAanuwb. Tbl He 3Haelb, KTO COXPaHWA 3Ty MHOPMaUUIo, Monana /in OHa B
NMOUCKOBbIE CUCTEMbI U COXPAHWNACh /I OHA, a FNaBHOE: YTO NoAyMatoT 0 Tebe OKpy:Katowme noau,
KOTOpbIe HAaNAyT N yBNAAT 3TO. HanTn nHbopmMaL Mo MHOTO NeT CNYCTA CMOXKET 11000 - Kak U3 A06pbix
NnobyXaeHWI, TaK U C HAMEPEHMEM NPUUUHUTL Bpead. ITO MOXKET BbITb KTO YrogHo.

OCHOBHble COBeTbI No 3awmTe uUdpoBoiI penyTaumu:

1. Noaymaii, npexkae 4em 4YTo-To Ny6AMKOBATL M NepenasaTthb y ceba B 610re Man B COUMaNbHOM
cetu;

2. B HacTpoiikax npoduas ycTaHOBM OrpaHNUYEHMA Ha NPOCMOTP TBOEro npoduas n ero
coAepXKMMOro, caenan ero Tonbko "ansa apysein”;

3. He pasmeLait n He yKasblBali MHGOPMALMIO, KOTOPas MOXKET KOro-1nbo ockopbaatb nam
obuKaThb.

ABTOpCKOE npaso

CoBpeMmeHHbIe LWKONbHWUKM - aKTUBHbIE N0Ab30BaTe M LMbpPOoBOro npoctpaHcTea. OgHaKo
[JaNeKo He BCe 3HAIOT, YTO N0JIb30BaHME MHOTMMW BOSMOXKHOCTAMM LMbPOBOro mmpa TpebyeT
cobntoaeHnA Npas Ha MHTENNEKTYaslbHYI0 COBCTBEHHOCTb.

TepMUH "MHTeNNeKTyanbHaA COBCTBEHHOCTL" OTHOCUTCA K Pa3/IMyHbIM TBOPEHUAM
YyesI0BeYeCKOro Yma, HaumnHan ¢ HOBbIX M306peTeHunI 1 3HaKoB, 0603HaYaLMX COBCTBEHHOCTL Ha
NPOAYKTbI U YCAIYTU, U 3aKaHYMBAA KHUramu, poTorpadusamm, KUHOPUIbMaMK U My3blKabHbIMK
npou3BeaeHUAMMU.



ABTOpPCKME NpaBa — 3TO NPaBa Ha UHTE/IEKTYa/IbHYO COBCTBEHHOCTb Ha MPOU3BEAEHUA HAYKMY,
NMTepaTtypbl U UCKycCTBa. ABTOPCKME NpaBa BbICTYMatoT B KaYecTse rapaHTUM TOro, YTo
WHTEeNNIEeKTYaIbHbIN/TBOPYECKMIA TPYH, aBTOpa He byaeT HanpacHbIM, JacT eMy CnpaBeanunBble
BO3MOHOCTU 3apaboTaTh Ha pe3y/bTaTax CBOEro Tpyaa, Noay4ymTb M3BECTHOCTb M NMPU3HaHUe. HUKTO
6e3 paspelleHnn aBTopa He MOKET BOCNPOMU3BOAMTL €ro NponsBeaeHne, pacnpocTpaHAaTb, Ny6anYHO
AEeMOHCTPUPOBaTb, NPOAABaTb, MMMNOPTUPOBATL, NYCKaTb B MPOKAT, NyBANYHO UCMONHATD,
MOKasblBaTb/UCMOAHATL B 3dUpe UaM pasmellatb B MHTepHeTe.

Ncnonb3oBaHuMe "nupatckoro” nporpamMmHoro obecneyeHma MOXKeT NPUBECTU K MHOTUM
pUCKaM: OT NOTEPU AaHHbIX K TBOMM aKKayHTam 0 610KMPOBKM TBOEMO YCTPOMCTBA, r4e YCTaHOBAEHA
HeflerasbHan nporpamma. He cTouT TaKKe 3abbiBaTb, YTO CYLLECTBYIOT NerajbHble U becnnaTHble
NPorpammbl, KOTOPbIE MOYKHO HANTK B CETHU.

O noprtane

CeTeBMYOK.p® - TBOW rNaBHbIN COBETYMK B CETU. 34€Ch Thl MOXKELLb Y3HaTb 0 6@30MacHOCTM B
CETM NOHATHbIM M AOCTYMNHbLIM A3bIKOM, @ NPYU BO3HUKHOBEHUWN KPUTUUYECKOWN CUTyauumn obpaTnTbea 3a
COBETOM. A TaK»Ke MPUHATb Y4acTME B KOHKYpPCax U CTaTb CambiM LMPPOBbLIM rpakgaHMHom!



